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Snowden revelations / The price of the Five Eyes club: Mass spying on friendly
nations

- By Nicky Hager, Ryan Gallagher

Leaked Snowden files show most of GCSB's targets are not security threats to New Zealand, as Government suggests

[ SECRET/RELFVEY

ILE DE REY _
‘Cable laying operations 13:49700°5
; O mkhm A ’ 5 | ;71:45'%'?)
g il : i /  [Fai0 oo neReR
; ool T57ta8s

N

A map from a 2009 report from the GCSB's signal intelligence division

New Zealand's electronic surveillance agency, the GCSB, has dramatically expanded its spying operations during the years of John
Key's National Government and is automatically funnelling vast amounts of intelligence to the US National Security Agency, top-secret
documents reveal,

Since 2009, the Government Communications Security Bureau intelligence base at Waihopai has moved to "full-take collection",
indiscriminately intercepting Asia-Pacific communications and providing them en masse to the NSA through the controversial NSA
intelligence system XKeyscore, which is used to monitor emails and internet browsing habits.

ast year, Mr Key refused to say whether the GCSB uses Xkeyscore.
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The documents, provided by US whistleblower whistlebtewer Edward Snowden, reveal that most of the targets are not security threats to
New Zealand, as has been suggested by the Government.

Instead, the GCSB directs its spying against a surprising array of New Zealand's friends, trading partners and close Pacific neighbours.
These countries' communications are supplied directly to the NSA and other Five Eyes agencies with little New Zealand oversight or
decision-making, as a contribution to US worldwide surveillance.

The New Zealand revelations mirror what the Snowden documents showed in Europe, where the US and Britain were found to be spying
on supposedly close and friendly neighbouring nations in the European Union.

READ MORE

* How New Zealand spies on its Pacific neighbours
* How foreign spies access the data

* Join the Twitter debate: #snowdenNZ

"The Herald has collaborated with US news site The Intercept to report on the New Zealand-oriented Snowden papers (read the
Intercept article here). They reveal the secret activity called signals intelligence - the interception of private phone calls, emails and
internet chats - globally.

Pacific targets

The documents identify nearly two dozen countries that are intensively spied on by the GCSB. On the target list are most of New
Zealand's Pacific neighbours, including small and vulnerable nations such as Tuvalu, Nauru, Kiribati and Samoa.

Other South Pacific GCSB targets are Vanuatu, the Solomon Islands, New Caledonia, Fiji, Tonga and French Polynesia. The spy agency
intercepts the flows of communications between these countries and then breaks them down into individual emails, phone calls, social
media messages and other types of communications. All this intelligence is immediately made available to the NSA, which is based in
Maryland, near Washington, DC.

The South Pacific targeting was confirmed by a New Zealand intelligence source, who said the GCSB monitoring included Pacific
government ministers and senior officials, government agencies, international organisations and non-government organisations.

Mr Key, who is also the Minister of National Security and Intelligence, has argued that the GCSB is needed to protect New Zealand from
terrorism threats such as those emanating from Islamic State (Isis).
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But the Snowden papers show that counter-terrorism is at most a minor part of the GCSB's operations. Most projects are assisting the
US and allies to gather political and economic intelligence country-by-country around the world.

Monitoring the Pacific nations is part of New Zealand's role as a member of the Five Eyes intelligence alliance. Mr Key said in January
that sending troops to Iraq this year was, for his Government, "the price of the club". He named the club as the US, Britain, Canada and
Australia, the other Five Eyes members.

1e same Anzus-era language is used to justify GCSB intelligence operations. An NSA report on the GCSB, found in the Snowden
papers, said the GCSB provided "valuable access not otherwise available to satisfy US intelligence requirement".

In effect, the New Zealand spy agency gathers information on the country's nearest neighbours to help secure its place in the US-led
alliance.

'Full-take'

South Pacific spying has been greatly expanded in the past six years. A July 2009 GCSB document (scroll to end of article to see it)
describes plans to move the Waihopai intelligence base to "full-take collection" - possibly the most important expansion since the station
opened in 1989. Previously, according to 1990s GCSB staff, Waihopai intercepted millions of emails and phone calls from the Asia-
Pacific region but retained and gave its allies only ones from specified targets. "Full-take collection" means the base now collects and
retains everything it intercepts: both the content of all the messages and the "metadata" showing who is calling or emailing whom, at
what times and (for mobile calls) location information showing from which cell tower the phone calls were made.

The 2009 report said the Waihopai engineers had been working to overcome problems in storage capacity and planned to have "full-take
collection on Mission carriers running by October." Mission carriers refers to the large regional communications satellites that the
Waihopai base is tasked with eavesdropping on.

In 2009, according to the report, two NSA trainers visited GCSB to help the Waihopai station upgrade its "Xkeyscore suite” in
"anticipation of full-take collection and second-party sharing". Xkeyscore is the controversial US intelligence system that gathers and
stores the billions of intercepted communications and "metadata" from all around the world, making them easily searchable by
intelligence staff.

2008 NSA PowerPoint, obtained by Snowden and released publicly in 2013, included a slide headed "Where is Xkeyscore?" The
accompanying map had red dots marking Xkeyscore sites around the world, including one on New Zealand's South Island. This was
Waihopai.

Metadata is highly valued by the Five Eyes intelligence agencies as it allows a picture to be built of a person'’s activities and their network
of friends and associates. It avoids the time-consuming effort of reading, listening to and/or translating each individual communication.
The "second-party sharing" meant sharing the intelligence with the Five Eyes agencies.
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These developments allow the Waihopai station, codenamed Ironsand, to collect, retain and share metadata and content for every
communication it intercepts during its 24/7, year-by-year monitoring of Asia-Pacific communications satellites.

US-run system

The German newspaper Der Spiegel, which studied Snowden documents about Xkeyscore, wrote that "from the more than 500 million
data communications to which the NSA has access every month, around 182 million of them are collected with the spying tool
Xkeyscore". It noted that "the program also enables 'full-take' of all unfiltered data over a period of several days - meaning not just
metadata but also the content of online communications."

All the Waihopai full-take intelligence was automatically shared with the "club™: initially with the NSA and, the 2009 report said, "it is
hoped that sharing with [the Australian and British sister agencies] DSD and GCHQ will be achieved soon after we can offer full-take
collection data".

John Key and Barack Obama talk following the closing session of the Nuclear Security Summit in The
Hague last year. Photo / Getty Images

A British intelligence document a few years later (about 2011) said "GCSB have given us access to their XKS [Xkeyscore] deployments
at fronsand, a GCSB comsat [communications satellite] site which is rich in data for the South Pacific region”. It said, "Specifically, we
can access both strong selected data and full-take feed from this site." Strong selected data means communications contained targeted
email addresses and key words. Full-take feed means everything intercepted from the region. Click here to read document excerpt

The GCSB intelligence collecting occurs completely within a US-run system. The documents show that, far from New.Zealand.retaining
control over the intelligence it intercepts from.its.neighbours, the GCSB transfers it all directly into the US network. The intelligence is
probably stored in computers at Waihopai, but Xkeyscore sites are part.of an NSA-run distributed network of computer systems, the
same as-at.any NSA-run listening posts.

The documents show that when GCSB staff want to access communications intercepted.at Waihopai, they have to log into NSA
computer databases. Minutes of a June 2009 meeting at the NSA headquarters, where a GCSB officer was present, show how
integrated the GCSB is into the NSA systems. The GCSB officer, manager of an intelligence analysis unit, told the meeting that 20 per
cent of GCSB's analytic workforce did not have accounts or access to key NSA databases.

"This is a particularly significant issue for GCSB," she said, "as they provide NSA with NZL [New Zealand] data which they have
traditionally accessed via NSA tool/databases." That meant some GCSB analysts were "unable to query or access NZL data". Click here
to read document excerpt

Spying on Samoa

An example of the routine South Pacific spying is GCSB monitoring of Samoa. The US-led Five Eyes alliance has allocated spying on
Samoa to New Zealand, as part of what the July 2009 document calls the GCSB's "South West Pacific Area of Responsibility". The
report, authored by the acting head of the GCSB's computer network exploitation unit, discusses changes to Pacific Island mobile phone
systems that were creating problems for GCSB monitoring of "target telecommunications networks within GCSB's Area of
Responsibility".

The report - headed Top Secret, Communications Intelligence, release to USA, AUS, CAN, GBR, NZL - expressed concern about a new
undersea cable link connecting Samoa to the outside world. Previously Samoa channelled all its overseas communications via the
Pacific Intelsat satellite, which was monitored at the GCSB's Waihopai facility. The undersea cable was taking over most Samoan
international communications and so removing them from Waihopai's spying.

SNOWDEN AND NZ: FROM THE VAULT

» John Key 'comfortable’ that NSA is not spying on NZ

¢ Intercept: NZ launched mass surveillance project while publicly denying it
* Edward Snowden: New Zealand'’s Prime Minister isn't telling the truth

The GCSB report said: "Unfortunately, SIGINT [signals intelligence] has already lost access to Samoan bearers due to the [recently
installed] American Samoa-Hawaii cable. In all likelihood all but some backup carriers will be off the air by the end of the year."

The GCSB had got help from the New Zealand Defence Force to monitor a commercial cable-laying ship, the lle De Re, that was
installing the new undersea cable. Defence staff in the Joint Electronic Warfare Support Facility used Defence Force resources to track
the ship day by day in March 2009 to provide information to GCSB on the progress of the Samoan cable.
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When the Prime Minister of Samoa, Tuilaepa Lupesoliai Sailele Malielegaoi, visited New Zealand in October 2012, Mr Key said: "Samoa
is the only country in the world with which New Zealand has a formal Treaty of Friendship." The treaty had "been at the heart of our
relationship ever since". But the Five Eyes obligations trumped this and Samoa continues to be monitored as part of the GCSB's area of
responsibility.

It is the same with all the other South Pacific countries. The same 2009 GCSB report on "target telecommunications networks” discussed
mobile phone networks in Nauru and Kiribati. By 2015 Samoa, Vanuatu, Fiji and Tonga have undersea cable communications but all the
other Pacific Island nations still use satellites that are monitored by GCSB.

Fiji phone taps
Australia and New Zealand collaborate closely on South Pacific spying operations. A GCSB report on "continued effort against the South
Pacific region” at the June 2009 NSA meeting said: "GCSB's access development activities [researching new communications to spy onj
will be focused on the South Pacific region and entail close partnering and engagement with DSD, NZSIS and ASIS." Click here to read
document excerpt

DSD is the Australian Five Eyes agency (since renamed ASD, the Australian Signals Directorate) and ASIS is the Australian equivalent of
the US Central Intelligence Agency (CIA). NZSIS is New Zealand's Security Intelligence Service, a domestic intelligence agency which
has in recent years been expanding into some overseas operations. The same minutes discussed "pushing the priority up on GCSB
[undersea] cable access effort and capabilities”.

The July 2009 report said GCSB staff had provided all their information on Fijian communications to the Australian DSD's Military
Support Unit that year. This was "to provide a Target Systems Analysis on the Command, Control and Communications of the Fiji
Government ... Up until now, GCSB's major targets in the [Fiji] Government and [Fiji military] have kept a preference for Vodafone
services", it said, but they were increasingly shifting to Digicel cellphones. This strongly suggests there was a listening post in the New
Zealand or Australian high commission in Suva targeting local mobile calls.

TOP SECRET/COMINT/NOFORN

Key Activities In Progress: Access

Mew Zealand: Partner cable access program achieves Phase 1.

TOF SECRET/COMINT/NOFORN

A presentation slide on NSA suiveillance shows New Zealand involvement. Phote / Screengrab

In the same way that the Five Eyes alliance allocates the southwest Pacific to GCSB, the Australian ASD is allocated surveillance of
Indonesia and Southeast Asia. The report discussed a GCSB officer seconded to Canberra to work in the Australian agency's Network
Infrastructure Analysis section. His job was to assist spying operations by studying Indonesian cellphone firm Telkomsel.

Overall, the leaked documents suggest an astonishing lack of independence in New Zealand intelligence operations. The Government
claims - most recently in its successful bid for a seat on the United Nations Security Council - that it runs an independent foreign policy.
The GCSB and allied documents suggest the opposite.

Some of the Pacific spying - and other operations further afield - provide intelligence of use to the New Zealand Government. But GCSB
operations are primarily contributions to the NSA and other allies: the price of the club.

2009 report from the GCSB's signal intelligence division discussing interception and training on NSA's XKeyscore system (app
users tap here to view)
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GCSB SIGINT Development Quarterly Report

Quarterly Report:
002/09
July 2009

To: Deputy Director Signals intelligence

info: Director, I

Targel telecommunications’ networks within GCSB's Arca of Responsibilily continue to
change at a rapid pace with deregulation rampant throughout the Sowh Pacific, and major
tnfrastructure projects dramatically changing the Afghan communications landscape,

Diglcel Pacific, subsidlary of Caribbean-based telecommunications company Digicel, has
gone from strength-to-strength in major regional markets such as Fiji, Tonga, Vanuatu and
Samoa, and are currently building Nauru's (irst mobile phone network. Future plans for
pan-Pacific provision of high-capxcity International links using underwater cable and
Medium Earth Orbit satetlite bubbte atong, potentially providing new options for Paclfic
Istand  Governments to greatly increase thelr populations’ connectivity to global
commurnications,

Acting OCR Team Leader

ngtp:/ tvaves, g HE

TARGET TELECOMMUNICATIONS DEVELOPMENTS AND TRENDS

South West Pacific AOR

1. Salomon Islands

Solomon Telekom is in a race against time with a new market entrant {almost certainty
Digicel} due to launch on 1 April 2010, In the remaining months of 2009 and eatly 2010

TOP SECRET//COMINT//REL TO USA, AUS, CAN, GBR, NIL
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Solomon Telekom f5 attermpting Lo Lriple its 658 user base, double the capacity of il GSM
infrastriscture as well as resolve long-standing network Issues and inefficiencies,

As part of this push to improve and expand its netwark coverage, Solomon Telekom has
already launched two new GSM towers it June (Kukum and Panatina) and added 1800MHz
cells to five existing sites around Honlara. OCR has worked closely with the GCSB Deployed
Solutions team ‘and DSO to provide as much information on the changes as possible; thus
allowing GCSB and D3O to retain situational awareness as the Solomon Telekom network has
axpanded and evolved. A result of 1his coltabaration has beea the flne tuning of CAPRICA
collection 1o take advantage of a3 many of the new TEDOMHZ antennas a5 possible as well as
the Jevying of a 1equirement with DSD for dedicated 1800MHZ secelvers to be deployed at
site,

DCR has alzo worked closely with DSD over the ptanned PREBOIL RF survey at GOR, Honiara,
To this end a briefing paper was issued on the RF environment of GBR in March and
subsequently updated in June. OCR has also been. i direct contact with stakeholders in DSD
to provide further information as required,

2. Fijt

Digicel has rapidly caught up with Yodafone in mobile phone coverage affered an the main

Istands of Fiji since its faunch in October 2008 and plans to introduce 3G services: in

November this year. Yodafone has relied on its own 3G services and high interconnection
fees between telecommunication networks to maintain its greater market share, but these
competitive advantages will shortly disappear. Up until how, GCSB's major targets in the
Goveriiment and RFMF have kept a preference for Vodafone secvices, but they are
increasingly buying into the services of the altemative network,

OCR assisted DSD's MitRary, Support unit te provide a Target Systems Analysis on the
Comirmand, Contrat and Communications of the FUs Goveramient, RFAF aid Fifl Police Force.
by colfating and reporting information held by SIGDEV, Praduction and Access areas at GCSB
oti the communications and sperating peactices of these orgonisations. This study concluded
that GEM valce and $M3 appearnd to be the “tactical” network of cheice, in preference o
VHF/UHE, or 2 poorly maintained and very limited REMF complter network,

3. South Pacific Regional
SPIN Cable

Recent press teports have mentioned new developments to the SPIN project such as Toma
expressing interest and Norfolk islands being signed on for a spur off an Auckland-Holimea
{eg of the cable, But, despite the increased press Intedest, 1t is sHill not clear-that SPIN will
develop into the full-featured cable all the proposals suggest: Theré are a few reasons (or
this:
1. The $PIH cable praject is very expensive for Pacific Istand Countries {PICs) with
landing costs around US$15-530im and on-going costs usually exceeding USS1m
el annim,

2. Nost of the countrles who haver expressed an interest in SPIN plan to rafse the
funds to join, in full or partially, from elther the EU or the Asia Development
Bank, Faced with several countries asking for assistance, it s not clear whetber
either donor will be prepaced to meet 1his Jarge financial demnand.

3. Disruptive . techpologies such a3 the 03b medium carth orbit satellite
constetlation, due for {aunch late 2010, are likely to offer much the same speed
and bandwidth as a cable but at substantiaily cheaper initial and ongefng cost.

4, Astute Pacific. land telecommunications experts have noted that. the SPIN
project is atmost entirely French-owned and run and that the contractual terms
do nat provide much security for the PICS that sign on.

TOP SECRET//COMINT//REL TO USA, AUS, CAN, GBR, NZL
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Samos

O 30 March 2009, cable laying ship ILE DE RE completed a mwathdong cable-laying
operation near Samoa. The project saw Samod and American Samod connected to the
previusly defunct PacRim €ast cable which used to link Hawail and New Zealand before it
was superseded by the Southern Cross Cable. The work appesrs 1o have been completed
successfully and provides the two Samoas with shared connectivity o the cost of the world
of 10bps, an approximate 40-(old increase in capacity,

Unfortunately, SIGINT has slready fost access o Samoan bearers due to the American
Sampa-Hawali (ASH) cable, tn all Likelihood alt but some backup carriers wilt be off the air
by the end of the year,

ELINT trocking of vessel ILE DE RE produced by the Joln Electronic Worfare Support Facllity
« green ropreseots the vessel In tronsit, red and blue aré probable coble operations,

Digicel

in late 2008, Digicel was approached by the Governiment of Nauru with 3 proposal to assist
Digicel to taunch in Nauru, The proposal was that Naury would pay for the instatlation of

TOPR SECRET//COMINT//REL TO USA, AUS, CAN, GBR, NZL
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G hardware fa Naung and the hardware veould then be leased back to Digicel, whoe would
cun & GSH service in the istend state,

in January the deal was agreed and both sides began the required paperwork. Digicel are
likely to launch in Nauru in tate 2009.

Meanwhile, the Government of Kiribati has been slow to reach an acceptable deal with
Digicel, which has resuited in Digicel putting off plans for a Kiribati rotlout, The key sticking
paint is whether the network should be run out of Tarawa or Fijl. To make the project
economicat Digicel want to run and support the netvork from Fiji, but the Government of
Kiribatd is insisting the management and support of any Diglce! network be managed lozally.

TOPR SECRET//COMINT//REL TO USA, AUS, CAN, GBR, NZL
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METADATA ANALYSIS TOOLS AND TECHNIQUES

8. XKEYSCORE

GCSB received a visit from NSA XKEYSCORE trainers RGN < NG i~
March to update our GUI, assist IRONSAND with virtuatisation o{ their XREYSCORE sulte, and
train users in anticipation of fuil-take collection and 2" party sharfng. lRONSAND
Engineering have been working o overcome problems n storage capacity, Virtual LAN
licensing, competing priorities, nnd low manning but plan to have (ull-lake collection on
WMission carriers suaning by October. DSD are very keen to share XKEYSCORE data and have
already imodified thefr GUI to meet GCSB Compliance expectations. I is hoped that sharing
with DSD and GCHQ will be achieved soon after we can offer full-take collection data, GCS8
auditors are now trained to audit all queres made, and an audit log is kept to track what
praportion of queries have been marked as feviewed to satisfy the tnspector-General.

NETWORK ANALYSIS TEAM

9. OCR Integren in DSD's NAC

To begin ihe process of developing GCSB's owp hetwork analysis capability, SN
, who will be part of the GCSB SIGINT Development network analysis team when it
stands up in October 2009, was posted to DAD’s NAC for four months {February to Jay).
was placed initially into Access Analysi knowledge of DSD*s systems and
collection capabilities, One month into his deployment. he switched to the Network
Infrastructure Analysis section, where he was given specific NAC tasks regarding Indonesian
cellutar tetec ication prow‘der Tel 1, Some of the tasks included investigating
Call Data Records befng sent over FTP, {dentifying X.25 over TCP communications between

TOP SECRET//COMINT//REL TO USA, AUS, CAN, GBR, NIL
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Telkomsel GSM nodes, and researching Telhomsel (GATE 4000 STMY carriers. (IS
benefited from very useful training and information including a one-day S§7 presentation
and a three-day VPN cobrse.

TOP SECRET/COMINT//REL TO USA, AUS, CAN, GBR, NZL

/ho's who

GCSB: The Government Communications Security Bureau. This is New Zealand's electronic surveillance agency, which is tasked with
collecting foreign intelligence. It is New Zealand's contribution to the Five Eyes network.

Five Eyes: The Five Eyes are made up of the intelligence agencies of Australia, Canada, New Zealand, the United Kingdom and the
United States. Its roots go back to a post-WWIl pact between the US and UK, which included three Commonwealth nations. The US is
the lead partner - the others, "secondary” partners.

NSA: The United States' National Security Agency. This is the US electronic surveillance agency and the lead partner in the Five Eyes
network. :

XKeyscore: An NSA computer program which is able to search through the majority of communications around the globe which have
been harvested largely by Five Eyes partners.

Ironsand: Codename for the Waihopai GCSB base, at the top of the South Island in New Zealand. It is a signal intelligence base.

Edward Snowden: The former NSA contractor who walked out in 2012 with a massive number of files, citing concerns about the extent
and style of US-led surveillance. He is currently living in exile in Russia.

The Intercept: An online news site, largely led by journalist and lawyer Glenn Greenwald. It was Greenwald who Snowden approached
with his trove of data.

« Nicky Hager is a New Zealand-based investigative journalist and an internationally recognised expert on surveillance since the
publication of his ground-breaking book Secret Power in 1996. Ryan Gallagher (@rj_gallagher) is an award-winning Scottish journalist
whose work at The Intercept is focused on government surveiliance, technology and civil liberties.

- NZ Herald

Get the news delivered straight to your inbox

Receive the day’s news, sport and entertainment in our daily email newsletter

|
]
i http://www.nzherald.co.nz/nz/news/article.cfm?c_id=18cbjectid=11411759 1112
2






